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CHAPTER 4 — E-MAIL
ENCRYPTION

introduction

If e-mail messages are postcards then
encryption envelopes may prevent
them being read by anyone other than
the intended recipient.! The OECD
Cryptography Guidelines recognise
that:

‘[Tthe fundamental rights of
individuals to privacy, including
secrecy of communications and
protection of personal data, should be
respected in national cryptography
policies and in the implementation
and use of cryptographic methods.”?

There is no legislative constraint on
the use of encryption in Australia.
Anyone may encrypt e-mail in order
to protect the privacy of its contents.
However, encryption of e-mail will
not absolutely ensure that its privacy
will be protected and should not be
seen as a substitute for providing legal
protection for the privacy of e-mail.

The encryption of a message involves
converting its contents into
unintelligible text by substituting
each symbol of the message for another
symbol. The OECD Cryptography
Guidelines define “encryption’ to
mean ‘the transformation of data by
the use of cryptography to produce
unintelligible data (encrypted data)
to ensure its confidentiality.” If
encryption works properly only the
intended recipient will be able to
decrypt the message by converting its
contents back into the original
format.?

The Sections of this Chapter address
the following issues concerning the
use of encryption to protect the

privacy of Internet e-mail. Section A
looks at the elements of secret key and
public key encryption systems.
Section B discusses the strength of
encryption systems in view of the
risks of keys being broken. Section C
examines the implications of
encryption for law enforcement
agencies. Section D addresses the
suggestion of the Broadband Services
Expert Group (‘BSEG’) and the policy
of the Federal Government in relation
to the use of encryption to protect
privacy.

A. Elements of Encryption
Systems

The two elements of encryption are
an algorithm and a key. An algorithm
converts the plaintext of a message
into cyphertext and the cyphertext
back into the original plaintext. A key
is arandom string of binary digits that
is used together with an algorithm
when encrypting and decrypting
messages. The two main types of
encryption systems in use today are
secret key encryption ("SKE’) and
public key encryption ('PKE’).?

1. Secret Key Encryption Using a
Single Key

SKE is described as symmetric
cryptography as a single key is used
for both encrypting and decrypting
messages.® This key is known as a
secret key.” Examples of algorithms
which work with a secret key include
the Data Encryption Standard
('DES’)® which uses a 56-bit key and
the International Data Encryption
Algorithm (IDEA’)® which uses a 128-
bit key.

A significant difficulty with
encrypting messages using SKE is that

the secret key must be held by both
the sender and recipient and has at
some time to be sent by the party
which created it to the other party."”
The privacy of messages encrypted
with either DES or IDEA to a certain
degree lies in the ability of the sender
and recipient of the message to keep
the key secret.

2. Public Key Encryption Using Public
and Private Keys

PKE is described as asymmetric
cryptography as two different keys
are used for encrypting and
decrypting messages. The
characteristics of the keys are such
that one cannot be easily derived from
the other. One key known as the
public key is disclosed to the public.
The other key known as the private
key is held only by the owner of the
key. Messages encrypted using the
public key can only be decrypted by
the holder of the private key and vice
versa.'! An example of an algorithm
that works with both a private key and
a public key is RSA.”? The private and
public keys of RSA are functions of a
pair of large prime numbers usually
between 384-bits and 1024-bits in
length.”

Messages encrypted using PKE are
considered to be more secure than e-
mail encrypted using SKE as the
private key need never be in the
possession of anyone other than the
owner of the key."* The privacy of a
message encrypted with RSA to a
certain degree lies in the ability of the
owner of the private key to keep the
key secret. The public keys of people
wishing to receive messages must be
readily available to be used for
encrypting messages if PKE is to be
effective.”
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3. Pretty Good Privacy as the Defacto
Standard for E-mail Security

The most popular program used to
encrypt Internet e-mail is Pretty Good
Privacy (‘PGP’) which relies on
PKE.** It has become the defacto
standard for e-mail security.”” PGP
uses IDEA for encrypting messages
with a single 128-bit secret key. PGP
then uses RSA with the recipient’s
public key to encrypt the 128-bit key
itself.’” Both the IDEA encrypted
message and RSA encrypted 128-bit
key are sent to the recipient. The
recipient uses a copy of PGP with his
or her private key to decrypt the RSA
encrypted 128-bit key. PGP then uses
the decrypted 128-bit key with IDEA
to decrypt the message itself.”

B. The Strength of
Encryption Systems

An encryption system may be weak
or strong depending on whether or
not there is a significant risk that the
key may be broken by an organisation
with access to sufficient computing
power. The strength of SKE and PKE
systems depends upon the key-length
of keys used for encrypting and
decrypting  messages.? It is
recommended that a minimum key-
length of 90 bits be used with SKE
systems and that keys with a key-
length at least 10 times greater be used
with PKE systems. DES uses a 56-bit
key and is described as providing
inadequate protection against a
corporate or government attacker
which is prepared to commit
substantial resources.”

Keys used with some PKE systems
which were thought to be
unbreakable have been broken by
using a technique which involves
measuring how long a computer
takes to decrypt messages. The time
measurements provide clues about
what is happening as the message is
decoded. The technique is equivalent
to guessing the combination of a lock
by seeing how long it takes a person
to turn the dials. The attack may be
carried out in steps which involve
guessing a private key bit by bit
enabling errors to be easily detected.
A hacker may simply correct the error
and try again. By carrying out an
attack in steps a hacker may break even

the most complex private keys used
with some PKE systems.”

Advances in computer technology are
continually increasing the size of keys
required to provide encrypted
messages with adequate protection
particularly against attacks by
organisations which are willing to
invest substantial amounts of time
and money.”? Even when using large
keys there is always the possibility of
some revolutionary mathematics
discovery which may enable the
cracking of encrypted messages
thought to be unbreakable. It is said
that every code devised by man may
be broken.

C. The Implications of
Encryption for Law
Enforcement Agencies

In Australia and overseas law
enforcement agencies consider
interception to be an essential tool for
law enforcement.* Australian law
enforcement and national security
agencies have not considered
encryption to be a significant threat
to interception in the past. The
Australian Federal Police (AFP’) are
optimistic that a solution to
encryption will be available in a
number of instances.®

The Telecommunications Act 1997
(Cth) (‘Telecommunications Act’)
requires a carrier to ensure that it is
possible to execute a warrant under
the Telecommunications
(Interception) Act 1979 (Cth) in
relation to a telecommunications
service supplied by means of a
telecommunications network or
facility operated by the carrier unless
the Minister makes a written
determination exempting the carrier
from this requirement.?® However,
this requirement would not appear
to extend to deciphering encrypted
communications for law enforcement
purposes.”

Under the Telecommunications Act
the Minister may give a carrier
written notice requiring that a
telecommunications network or
facility operated by it or a
telecommunications service supplied
by means of such a network or facility
have a specified kind of interception

capability which is to be provided on
terms and conditions agreed between
the carrier and the AFP, National
Crime Authority, Australian Security
Intelligence Organization or a
declared eligible State authority.® The
agreed terms and conditions may
require the carrier to intercept and
decrypt encrypted e-mail passing over
the Internet.

The policy of the Federal Government
for the regulation of on-line services
addressed the issue of requiring the
use of weak encryption systems for
law enforcement purposes stating:

‘[TThe onus is on security agencies to
demonstrate that the benefits of
mandating “crackable” codes...
outweigh the social and economic
consequences of the loss of personal
privacy and commercial security that
this would entail.'#

This has not yet been demonstrated
by law enforcement or national
security agencies. As a result there is
currently no legislative restriction on
the use of encryption in Australia.®

D. Suggestion of the
Broadband Services Expert
Group and Policy of the
Federal Government in
Relation to the Use of
Encryption to Protect
Privacy

Encryption has been suggested by the
BSEG as a possible solution to the
preservation of privacy in the
communications environment.? In
making this suggestion the BSEG
noted that ‘[d]eveloping a culture of
respect for privacy will be asimportant
as technology in preserving privacy
in the networked environment.”? The
use of encryption by itself is unlikely
to develop a culture of respect for the
privacy of Internet e-mail.

In relation to the use of encryption to
protect personal information for
electronic commerce purposes the
policy of the Federal Government
states:

“Transactions will not be initiated
unless people are confident that
personal and financial information is
protected from unauthorised
interception. Heavy-handed attempts
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to ban strong encryption techniques
will compromise commercial security,
discouraging online service
industries (particularly in the

financial sector) from adopting -

Australia as a domicile. This would
result in a substantial economic loss
to the country.®

The use of encryption to provide
privacy protection for Internet e-mail
containing personal information
would appear to be endorsed by the
Federal Government at least in
relation to electronic commerce.

In August 1996 the Federal
Government  established an
Information Policy Advisory Council
('TPAC’) to investigate and provide
advice on social, technological and
regulatory issues arising as a result of
the rapid development of on-line
services such as the Internet.* IPAC
has the task of providing options for
the implementation of open
encryption standards which meet
commercial needs.*® However,
commercial needs do not necessarily
equate with privacy needs.

Conclusion

The privacy of encrypted Internet e-
mail depends upon the strength of the
encryption system used to encrypt the
message and the ability of the sender
and recipient to keep the key secret
when using SKE and the ability of the
owner of the private key to keep it
secret when using PKE. Although the
keys used to encrypt e-mail with some
PKE systems were considered to be
unbreakable, some of these keys have
been broken. Additionally,
encryption will not protect e-mail
which is stored in the mailbox of a
user in an unencrypted form.

It is unsatisfactory for the privacy of
encrypted Internet e-mail to depend
largely upon the key used for
decryption remaining secret and the
message not falling into the hands of
a person who is able to break the
decryption key and crack the message.
The use of encryption alone would
not assist in the development of a
culture of respect for the privacy of e-
mail which has been recognised as
being as important as technology in
protecting  privacy in  the
communications  environment.

Encryption should not be seen as a
substitute for providing legal
protection for the privacy of e-mail.
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CHAPTER 5 — E-MAIL AND
THE BREACH OF
CONFIDENCE DOCTRINE

Introduction

Almost any information which is
confidential may be protected by the
breach of confidence doctrine.! The
fact that information contained in e-
mail may only exist in electronic form
would not appear to preclude
protection being given to it. The
doctrine affords protection to both the
tangible and the intangible.?

The breach of confidence doctrine
provides only incidental protection
for privacy interests as it does not
protect privacy per se. A person may
seek to rely upon the action for breach
of confidence to prevent a person
snooping on the Internet using or
disclosing the contents of e-mail
messages. However,  e-mail
containing confidential personal
information will only be protected by
the action in certain circumstances.’

The Sections of this Chapter look at
the following issues relating to the
extent to which the breach of
confidence doctrine may be relied
upon to protect the privacy of Internet
e-mail. Section A discusses the
elements of the action for breach of
confidence. Section B looks at the
circumstances in which confidential
information may be disclosed in the
public interest without breaching an
obligation of confidence. Section C
examines the relationship between
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the breach of confidence doctrine and
decryption of encrypted information.

A. Elements of the Action

Three elements are generally required
for information to be protected by the
breach of confidence doctrine. First,
the information must have the
necessary quality of confidence about
it. Secondly, it must generally have
been imparted in circumstances
which expressly or by implication
create an obligation of confidence.
Thirdly, there must be an actual or
threatened unauthorised use or
disclosure of the information.*

1. Information Must Have the
Necessary Quality of Confidence to
be Confidential

Information will not be protected by
the breach of confidence doctrine
unless the information is confidential
in the sense that it has ‘the necessary
quality of confidence about it, namely,
it must not be something which is
public property and public
knowledge’.® It has been suggested
that information must possess a
quality of ‘inaccessibility” before it
will be protected.® Whether
information contained in e-mail may
have the necessary quality of
confidence will depend upon how
courts interpret the accessibility of e-
mail passing over the Internet.

E-mail has been described as the
‘world of postcards’ in that messages
pass over the Internet open and
available to be read by anyone in the
same way that postcards travel
through the postal mail.” As a result
e-mail may be considered to be too
accessible for any personal
information which it contains to have
the necessary quality of confidence.
However, e-mail encrypted using a
strong encryption system is likely to
be sufficiently inaccessible for
information which it contains to have
the necessary quality of confidence.

2. An Obligation of Confidence Arises
From the Circumstances in Which
Information is Imparted

Information which is confidential
will be protected by the action for
breach of confidence if it is disclosed
in circumstances which expressly or
by implication create an obligation of

confidence. At the time of disclosure
the recipient of the information
should understand that the
information is being received by him
or her for a specific and limited
purpose.! However, the protection of
privacy requires that personal
information be protected whether or
not it has been discilosed in
circumstances in which an obligation
of confidence arises.

An obligation of confidence may arise
as a result of an express or implied
confidentiality term in a contract
between the sender of e-mail and the
carrier or service provider supplying
the Internet e-mail service.
Alternatively, an obligation of
confidence may expressly arise by
reason of the sender of e-mail
including a confidentiality statement
in the message. An example of a such
a statement is as follows:

‘This e-mail message contains
confidential information and is
intended only for the addressee. If you
are not the intended recipient then
any use or disclosure of the contents
of this message is strictly prohibited.’

An obligation of confidence will arise
by implication if the circumstances are
such that any reasonable person
standing in the shoes of the recipient
would have realised upon reasonable
grounds that e-mail containing
confidential information was received
by him or her in confidence.’

It has been suggested that if
information is confidential in nature
then encryption of the information
using any form of reasonable
encryption would be evidence that
the information was imparted in
circumstances importing an
obligation of confidence.’” The
stronger the encryption system used
to encrypt e-mail containing
confidential information the more
likely it is that an obligation of
confidence will arise in circumstances
where a person obtains the
information by snooping on the
Internet.

{a) An Obligation of Confidence May
Arise Where Information is
Improperly or Surreptitiously
Obtained

Where confidential information is

improperly or surreptitiously
obtained an obligation of confidence
may arise even though the
information has not been
communicated in confidence. A
person snooping on e-mail passing
over the Internet obtains information
by improper or surreptitious means.
Equity will restrain the publication
of confidential information
improperly or surreptitiously
obtained if it should not be divulged."
However, courts in the United
Kingdom and Australia have
formulated different rationales for the
intervention of equity in these
circumstances.

(i) Approach of Courts in the United
Kingdom to the Protection of
Information  Improperly  or
Surreptitiously Obtained

The improper or surreptitious
acquisition of information has been
considered in the United Kingdom in
the cases of Malone v Metropolitan
Police Commissioner'? and Francome v
Mirror Group Newspapers.” In Malone
the police lawfully had a tap placed
on the plaintiff’s telephone line. The
plaintiff sought to restrain the use of
the information obtained by the police
by arguing that its use would be a
breach of confidence. In rejecting the
plaintiff’s argument Megarry V-C
expressed the view:

‘It seems to me that a person who
utters confidential information must
accept the risk of any unknown
hearing that is inherent in the
circumstances of communication.....
When this is applied to telephone
conversations, it appears to me that
the speaker is taking such risks of
being overheard as are inherent in the
system..... In addition, so much
publicity in recent years has been
given to instances (real or fictional) of
the deliberate tapping of telephones
that it is difficult to envisage telephone
users who are genuinely unaware of
this possibility.”

In accordance with the approach
taken by Megarry V-C users of Internet
e-mail would be required to accept the
risk of a person snooping on the
contents of their messages particularly
given the fact that it is widely
acknowledged that the Internet is not
a secure communications medium.’
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However, this approach whereby
information will no longer be
confidential in circumstances where

there is a risk of snooping should be

rejected on the basis that equity
responds to unconscionable conduct
which need not relate to any
consensual dealing.’®

In Francome the plaintiff sought to
restrain the publication of
information obtained by the
unlawful tapping of his telephone
conversations on the basis that it
would be a breach of confidence. The
Court of Appeal granted an
injunction against publication of the
information. The case of Malone was
distinguished by Fox L] on the basis
that Megarry V-C had expressly stated
that his decision was limited to
circumstances involving the lawful
tapping of a telephone.’” In
distinguishing Malone Fox L] stated:

‘Nlegal tapping by private persons is
quite another matter, since it must be
questionable whether the user of a
telephone can be regarded as
accepting the risk of that in the same
way as, for example, he accepts the
risk that his conversation may be
overheard in consequence of the
accidents and imperfections of the
telephone system itself."'®

The decision of the Court of Appeal
in Francome indicates that the breach
of confidence doctrine may be relied
upon in the United Kingdom to
protect confidential information
improperly or surreptitiously
obtained by a person unlawfully in
circumstances where the information
has not been communicated in
confidence.’

(11) Approach of Australian Courts to the
Protection of Information Improperly
or Surreptitiously Obtained

In Australia the confidentiality of
information improperly or
surreptitiously obtained has been
considered by the Queensland
Supreme Court in Franklin v Giddins.®
The defendant stole budwood from
the plaintiff’s orchard and used the
budwood to propagate a special
variety of nectarine known as the
‘Franklin Early White” in competition
with the plaintiff. He argued that the
budwood was not ‘information

confidentially imparted’.

In Franklin Dunn J held that the stolen
budwood was a trade secret and that
the defendant had breached an
equitable obligation of confidence
owed to the plaintiff by using the
stolen budwood. In Dunn J's view the
actions of the defendant were
unconscionable because he used his
wrongful conduct to better his
position:

‘I find myself quite unable to accept
that a thief who steals a trade secret,
knowing it to be a trade secret, with
the intention of using it in
commercial competition with its
owner, to the detriment of the latter,
and so uses it is less unconscionable
than a traitorous servant.’*

Dunn ] relied upon
unconscionability as the basis for
holding that the defendant had
breached an obligation of confidence
owed to the plaintiff. Courts have not
sought to define unconscionability as
whether conduct is unconscionable
will depend upon the circumstances
in the particular situation. Conduct
will be deemed to be unconscionable
where it can be seen in accordance
with the ordinary concepts of
mankind to be so unfair and against
conscience that a court should
intervene.2

According to Dunn J an obligation of
confidence may arise in relation to
confidential information which has
been improperly or surreptitiously
obtained in circumstances where it
has not been communicated in
confidence.” However, the approach
taken by Dunn J seems unnecessarily
broad as he could have identified
more clearly the circumstances in
which the use or disclosure of
confidential information improperly
or surreptitiously obtained will
breach an obligation of confidence.?

The fact that an obligation of

confidence may arise where
confidential  information  is
improperly or surreptitiously
obtained without being

communicated in confidence is
supported by a later statement in
Moorgate Tobacco Co Ltd v Philip Morris
Ltd (No 2) by Deane J:

‘[Tlhe equitable jurisdiction to grant

relief against an actual or threatened
abuse of confidential information....
lies in an obligation of confidence
arising from the circumstances in or
through which the information was
communicated or obtained.”®

In Australia an obligation of
confidence  may  arise in
circumstances where the use or
disclosure of confidential information
improperly or surreptitiously
obtained by a person snooping on
Internet e-mail would be
unconscionable. However, if
Australian courts follow the approach
taken by courts in the United
Kingdom the action for breach of
confidence may only be relied upon
to protect such information where it

is acquired in unlawful
circumstances.
3. An Actual or Threatened

Unauthorised Use or Disclosure of
Confidential Information

An obligation of confidence will not
be breached unless it is established
that there was an actual or threatened
unauthorised use or disclosure of
confidential information for a purpose
other than that for which it was
disclosed. The fact that a person may
not intend to breach an obligation of
confidence is irrelevant as liability is
strict.® Liability may be imposed even
in circumstances where a person uses
or discloses confidential information
in error?” or subconsciously.?

It is uncertain whether a person
would have to establish that use or
disclosure of confidential information
would cause detriment or prejudice
to succeed in an action for breach of
confidence. The authorities are
unclear in relation to whether
detriment or prejudice is required.”
It may be arguable that detriment in
the form of mental distress would be
caused to a person where he or she
becomes aware that another person
has snooped on e-mail containing his
or her personal information.

In Fractionated Cane Technology Ltd v
Joseph Ruiz-Avila McPherson ]
suggested that the presence of
detriment is not necessary for a person
to be able to rely upon the breach of
confidence action:

‘In most if not all the reported cases,
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the information has been used or
threatened to be used for a purpose
that was in fact detrimental. That
should not, however, be permitted to
obscure the fact that it is, broadly
speaking, the misuse or
misappropriation of the information
that evokes the intervention of
equity.’®

The requirement that information be
misused or misappropriated for it to
be protected may mean that persons
snooping on e-mail containing
confidential information only for the
purpose of viewing the message
without any intention of otherwise
using or appropriating it will not
breach any obligation of confidence.
There appears to be no authority
which has held that the mere viewing
of confidential information
constitutes a misuse or
misappropriation of it.*

B. Disclosure of Confidential
information in the Public
Interest

Liability for breach of confidence will
not be imposed where a person has
‘just cause of excuse’ for disclosing
confidential information.” However,
the disclosure of the information must
be “in the public interest’.>> The
application of the public interest test
involves a weighing of public
interests which change over time
according to the circumstances of
each particular situation.

The disclosure of information in the
public interest has been considered
by the High Court in Commonwealth
v John Fairfax & Sons Ltd.** Mason ]
stated:

‘It makes legitimate the publication of
confidential information ... so as to
protect the community from
destruction, damage or harm. It has
been acknowledged that the defence
applies to disclosures of things done
in breach of national security, in
breach of the law (including fraud)
and to disclosure of matters which
involve dangers to the public.’**

The disclosure of confidential
information will not be prevented in
circumstances where the public
interest in disclosure of the
information outweighs the public

interest in confidentiality.* However,
in balancing these public interests
sufficient weight may not be given to
privacy interests which are
traditionally seen as private interests.

A distinction must be drawn between
information the disclosure of which
is ‘in the public interest’ and
information which is only ‘of public
interest’.”’ The disclosure of
confidential information would be
justified in circumstances where the
disclosure is in the public interest but
not where the disclosure is merely of
public interest. Additionally, the
disclosure must be to the ‘proper
authorities’ for it to be in the public
interest.®

C. Breach of Confidence and
the Decryption of Encrypted
E-mail

In the United Kingdom the
relationship between the breach of
confidence doctrine and decryption
of encrypted information has been
considered in BBC Enterprises Ltd v
Hi-Tech Xtravision Ltd.” The plaintiff
operated a satellite television service
for Western Europe excluding the
United Kingdom. The satellite signals
were encrypted and could only be
viewed using a decoder available
from the plaintiff or an authorised
distributor. The plaintiff sought an
injunction to prohibit the defendant
from selling the decoders without the
plaintiff’s permission relying upon
confidentiality among other grounds.

At first instance in BBC Enterprises
Scott ] held that the television
programs broadcast were not
confidential in nature. In considering
the application of the law of
confidentiality to the encrypted
broadcasts Scott J stated:

‘The broadcasts are encrypted, but it
is possible for Hi-Tech, and no doubt
others, to decode the encryption. To
do so is, in my judgment, no more a
breach of confidence than it would
be to decode a coded message placed
in the columns of The Times. If an
author chooses to place a coded
message in a public medium he
cannot, in my judgment, complain if
members of the public decode his
message. If the content, once decoded,

does not qualify for protection on
confidentiality grounds, the law of
confidentiality is not, in my
judgment, of any relevance.”*

The judgment of Scott J indicates that
anyone may decrypt information
which is placed in a public medium
without breaching an obligation of
confidence. Although the Internet
may be regarded as a public medium
in the sense that any member of the
public may obtain access to it, e-mail
sent over the Internet is not
distributed as widely as satellite
television signals. The comments of
Scott ] would not be applicable to the
decryption of e-mail sent over the
Internet which is not as widely
distributed.

Conclusion

The privacy protection afforded to
Internet e-mail containing personal
information by the breach of
confidence doctrine is inadequate and
uncertain. The Australian Law
Reform Commission similarly
concluded that the doctrine provides
inadequate protection for invasions of
privacy interests.*! The action for
breach of confidence may only be
relied upon to protect confidential
information which has been
communicated or obtained in
circumstances in which an obligation
of confidence arises. Personal
information acquired by a person
snooping on Internet e-mail would
not be protected if it is not
confidential or obtained in such
circumstances.

E-mail sent over the Internet may be
considered to be too accessible to have
the necessary quality of confidence for
it to be protected by the breach of
confidence doctrine. Where a person
surreptitiously or improperly obtains
personal information by snooping on
the Internet an obligation of
confidence may not arise in Australia
unless an actual or threatened use or
disclosure of the information is
unconscionable. The mere viewing of
e-mail  containing  personal
information may not be sufficiently
detrimental for a person to succeed in
an action for breach of confidence.
Additionally, the exception which
permits the disclosure of confidential
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information in the public interest may
not give sufficient weight to privacy
interests when balancing the public
interests in disclosure and
confidentiality.
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CHAPTER 6 — PRIVACY
PROTECTION FOR E-MAIL
UNDER THE
TELECOMMUNICATIONS
INDUSTRY OMBUDSMAN
SCHEME

Introduction

Carriers and some service providers
are indirectly required to comply
with the Information Privacy
Principles ('IPPs’) contained in the
Privacy Act 1988 (Cth) (‘Privacy Act’)
through their participation in the
Telecommunications Industry
Ombudsman (‘TIO’) scheme. The
IPPs contained in the Privacy Act only
apply directly to Commonwealth
agencies in the public sector. The IPPs
protect the privacy of individuals by
providing protection for their
personal information.

The Privacy Act has been criticised
on the basis of its limited
jurisdictional scope.! In response to
these criticisms the Federal
Government proposed a co-
regulatory approach for extending
privacy protection to the private
sector. Earlier this year the
Government decided to abandoned
its proposed co-regulatory approach
in favour of industry self-regulation
under voluntary codes of practice to
reduce ‘business red tape’.? In
announcing its decision to abandon
the co-regulatory approach the
Government recommended that the
States notimplement privacy and data
protection legislation due to concerns
about the ‘regulatory burden’.
However, Victoria and New South
Wales are still considering the
introduction of such legislation.’

The sections of this Chapter cover the
following areas relating to the
protection provided for Internet e-
mail by the indirect requirement
under the TIO scheme for
participating carriers and service
providers to comply with the IPPs
contained in the Privacy Act. Section
A discusses what constitutes personal

information. Section B considers the
indirect application of the IPPs to
carriers and service providers under
the TIO scheme. Section C outlines
the co-regulatory approach proposed
by the Federal Government and
considers the implications of the
Government’s decision earlier this
year to abandon this approach.

A. Personal Information is
Information About an
Individual

The collection, storage and security,
individual access and correction, use,
and disclosure of personal
information is regulated by the IPPs
contained in the Privacy Act.
‘Personal information’ is defined in
the Act to mean:

‘[IInformation or an opinion
(including information or an opinion
forming part of a database), whether
true or not, and whether recorded in
a material form or not, about an
individual whose identity is
apparent, or can reasonably be
ascertained, from the information or
opinion”.*

The Act defines an ‘individual’ to
mean ‘a natural person’.’ E-mail will
contain ‘personal information’ for the
purposes of the Act where it contains
information about a person whose
identity is apparent or can reasonably
be ascertained from the information.

It has been suggested thatinformation
about a person relates to his or her
‘personal affairs’ if it “affects the person
as an individual whether it is known
to other persons or not.® The view
has been expressed that the name and
telephone number of a person could
not constitute ‘information relating to
the personal affairs” of that person.
Although the concept of ‘personal
information’ is wider than ‘personal
affairs’, it is doubtful that an
individual’s e-mail address by itself
would  constitute  ‘personal
information’.

Although an individual’s e-mail
address may not by itself constitute
‘personal information’, it may still
identify the sender and recipient of a
message in circumstances where their
identities are not apparent from the
contents of the message. The e-mail
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addresses of the sender and recipient
are included in the header of a
message unless the message is sent to
an anonymous remailer which
provides anonymity by stripping
some of this information from the
header® It is a question of fact whether
the identities of the sender and
recipient of e-mail can reasonably be
ascertained from their e-mail
addresses.’

In Re Pfizer Pty Ltd v Department of
Health, Housing and Community
Services’® the Administrative Appeals
Tribunal (AAT’) considered whether
the identity of an individual is
apparent or could reasonably be
ascertained from a telephone number
for the purpose of applying the
exemption under the Freedom of
Information Act 1982 (Cth) (FOI Act)
relating to the wunreasonable
disclosure of personal information
about any person.” The FOI Act and
the Privacy Act contain identical

definitions of ‘personal information’.'?

The applicant in Re Pfizer applied to
the AAT for the review of a decision
by the Department of Health,
Housing and Community Services
(DHHCS’) to deny the applicant
access to documents concerning a
certain drug. The documents
contained the telephone numbers of
individuals involved in the drug
regulation process. The AAT held that
the telephone numbers contained in
the documents had to be deleted
before the documents could be
released under the FOI Act as the
numbers could identify individuals
involved in the drug regulation
process. A person’s identity is just as
likely to be disclosed by his or her e-
mail address as by his or her telephone
number. Where the use of an e-mail
account is password protected then
an e-mail address is more likely to
reveal the person’s identity.

E-mail will contain personal
information where it contains
information about the sender or
recipient which affects him or her as
an individual. The identities of the
sender and recipient of e-mail are
likely to be apparent from the contents
of the message or reasonably
ascertainable from their e-mail
addresses which are included in the

header of the message. E-mail may
also contain personal information
about a person other than the sender
or recipient of the message where the
identity of that other person is
apparent or reasonably ascertainable
from the contents of the message.

B. Application of the
Information Privacy
Principles to Carriers and
Service Providers

The eleven IPPs contained in the
Privacy Act only apply directly to
Commonwealth agencies.” This is a
significant limitation on the privacy
protection afforded to e-mail under
the Act.” However, the Privacy
Commissioner has the function of
encouraging corporations to develop
programs for the handling of records
of personal information that are
consistent with the OECD Data
Protection Guidelines.’

Carriers and service providers are not
directly required to comply with the
IPPs as they are not ‘Commonwealth
agencies’ for the purposes of the
Privacy Act. However, carriers and
service providers participating in the
TIO scheme are indirectly required
to comply with the IPPs. The
Telecommunications Act 1997 (Cth)
("Telecommunications Act’) requires
all carriers and service providers
which supply Internet access services
to enter into the TIO scheme."”

Under the TIO scheme a user may
make a complaint to the TIO if he or
she believes that a carrier or service
provider which is participating in the
scheme is interfering with his or her
privacy by not complying with the
IPPs or any applicable industry
specific standard.’® Carriers and
service providers may interfere with
the privacy of a user where they
snoop on his or her Internet e-mail in
contravention of the IPPs.

The TIO may resolve a complaint
under the TIO scheme by making a
determination that a carrier or service
provider pay up to $10,000
compensation to a complainant or by
directing the carrier or service
provider to remedy the situation.” All
decisions made by the TIO are
binding on carriers and service

providers participating in the

scheme.?

The IPPs relevant to snooping on
Internet e-mail concern the collection,
storage and security, use and
disclosure of personal information.

1. Collection Ptinciple

In order to comply with IPP 1 carriers
and service providers should not
collect personal information for
inclusion in a record or generally
available publication unless:

(a) the collection of the information
is necessary for a lawful purpose
directly related to their functions
or activities; and

(b) the information is collected by
lawful and fair means.

‘Collection’ is not defined in the
Privacy Act. The Macquarie
Dictionary (2nd edition) defines
‘collect’ to mean ‘to gather together;
assemble’.

Carriers and service providers will not
have to comply with IPP 1 unless they
collect personal information for
inclusion in a record or generally
available publication.”® A ‘record’ is
defined in the Privacy Act to include
a document and database (however
kept) but does not include ‘articles in
the course of transmission by post’.?
The Acts Interpretation Act 1901 (Cth)
widely defines a ‘document’ to
include ‘any article or material from
which sounds, images or writings are
capable of being reproduced’.? E-mail
stored on a computer would be a
‘record’ for the purposes of the Privacy
Act. However, it is unclear whether e-
mail passing over the Internet would
be a record for the purposes of the Act
asit may be considered to be an article
‘in the course of transmission by post’.
The application of the IPPs should be
clarified so that it is clear that they
apply to e-mail passing over the
Internet.

The lawful purposes for which a
carrier or service provider may collect
personal information under IPP 1 will
depend upon the scope of its
functions and activities. The scope of
the functions and activities of a
Commonwealth agency is limited by
the legislation under which the
agency is established. However, the
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scope of the functions and activities
of carriers and service providers may
be very wide being limited only by
the functions and activities which
they choose to undertake.

Personal information should only be
collected under IPP 1 where
necessary for a lawful purpose in the
public interest. This would involve
weighing privacy interests against
public interests. The collection of
personal information for any lawful
purpose may unreasonably intrude
upon the privacy of the individual
concerned unless privacy interests are
outweighed to a substantial degree by
public interests in collecting the
information.?® The balancing of
privacy interests against public
interests has been considered in
Chapter 3. The collection of personal
information by snooping may not be
considered to be a fair means of
collecting such information.”

IPPs 2 and 3 also concern the
collection of personal information.
However, IPPs 2 and 3 only apply
where personal information is
solicited by the collector and are not
applicable to the collection of personal
information by snooping as personal
information is not solicited in these
circumstances.

2. Storage and Security Principle

Pursuant to IPP 4 carriers and service
providers which have possession or
control of a record which contains
personal information must ensure
that it is protected by reasonable
security safeguards against loss,
unauthorised access, use,
modification or disclosure and other
misuse. Carriers and service providers
would have possession or control of
a record of e-mail which is stored on
a computer operated by the carrier or
service provider. The reasonable
security safeguards which carriers
and service providers may use to
protect e-mail include password
protection, secure networks and
encryption where appropriate. The
appropriateness of providing security
safeguards has been considered in
Chapter 3.

3. Use and Disclosure Principles

In accordance with IPPs 10 and 11
respectively carriers and service

providers which have possession or
control of a record which contains
personal information must not use the
information for a purpose other than
that for which it was obtained or
disclose the information unless:

(@) the individual
consents;

concerned

(b) necessary to prevent a serious and
imminent threat to the life or
health of any person;

(c) for a purpose required or
authorised by law; or

(d) reasonably necessary for the
enforcement of the criminal law,
a law imposing a pecuniary
penalty or for the protection of
the public revenue.

Under IPP 10 carriers and service
providers may also use personal
information for a purpose directly
related to the purpose for which the
information was obtained.

Personal information may also be
disclosed by carriers and service
providers under IPP 11 where the
individual concerned is reasonably
likely to have been aware that
information of that kind is usually
disclosed to another person. This
exception should be deleted as it
permits unreasonable intrusions
upon the privacy of individuals. If the
disclosure is not covered by another
exception then the consent of the
individual concerned should be
required to be obtained in the
circumstances.

In order to comply with IPP 9 carriers
and service providers which have
possession or control of a record
containing personal information
must only use it for relevant purposes.
Although the relationship between
IPPs 9 and 10 is unclear, the better
view would seem to be that IPP 9 is
subject to IPP 10 as IPP 10 is more
specific.

A limitation on the privacy protection
afforded to personal information by
IPP 10 is that it only restricts the use
of such information where the
information is obtained for a
particular purpose. Where personal
information is not obtained for a
particular purpose IPP 10 would not
be applicable. The uses which carriers

and service providers may make of
personal information which they may
not have obtained for a particular
purpose should similarly be restricted
to ensure that its privacy is properly
protected.

A person to whom personal
information is disclosed by a
Commonwealth agency under an
exception contained in IPP 11 may
not use or disclose the information for
a purpose other than the purpose for
which it was disclosed. A similar
restriction should apply to persons to
whom a carrier or service provider
discloses personal information under
an exception.

The former Privacy Commissioner
criticised IPPs 10 and 11 on the basis
that they ‘set a weak minimum
standard for confidentiality which is
largely inadequate.”” He considered
that the language of IPPs 10 and 11
was ‘too vague and loose’ which
resulted in conflicting interpretations
of the provisions.” The use and
disclosure of personal information for
a purpose required or authorised by
law under IPPs 10 and 11 may be
broadly interpreted to allow any
lawful action by a carrier or service
provider?® Any disclosure or use of
personal information by a service
provider or an employee of a carrier
or service provider under an
exception contained in the
Telecommunications Act would be
authorised by law.® The uses and
disclosures which service providers
and employees may make of
communications information relating
to a person’s affairs under the
Telecommunications Act is
considered in Chapter 8.

It has been recommended that the
exceptions contained in IPPs 10 and
11 should be made more specific.*
IPPs 10 and 11 may be made more
specific by requiring that personal
information may only be used or
disclosed for a lawful purpose in the
public interest. This requirement
would involve weighing privacy
interests against public interests
which has been considered in
Chapter 3. The laws enforcement of
which would justify the use or
disclosure of personal information
under IPPs 10 and 11 should be clearly
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identified. It has been suggested that
the expression ‘protection of the
public revenue’ should also be
clarified.”

4. Additional Principles to be Included
in the IPPs

A principle needs to be included in
the IPPs which requires that only the
minimum amount of personal
information should be collected for a
lawful purpose. The collection of only
the minimum amount of personal
information necessary accords with
the Collection Limitation Principle
contained in the Australian Privacy
Charter (APC").* The collection of
more personal information than
necessary unreasonably intrudes
upon the personal affairs of the
individual concerned as personal
information would then be stored
unnecessarily. Although IPP 3
requires that the collection of personal
information should not intrude to an
unreasonable extent upon the affairs
of the individual concerned, it would
not be applicable to the collection of
personal information by snooping as
the information is not sclicited in
these circumstances.

The IPPs should also include a
principle which requires that
personal information be destroyed
after it is no longer required for a
lawful purpose in the public interest.
This principle would also require the
weighing of privacy interests against
public interests which has been
considered in Chapter 3. Such a
principle would be consistent with
the Retention Limitation Principle
contained in the APC. The retention
of personal information for longer
than required for a lawful purpose in
the public interest unreasonably
intrudes upon the privacy of the
individual concerned as the
information may be unnecessarily
used or disclosed. The co-regulatory
approach proposed by the Federal
Attorney-General’s Department for
the extension of privacy protection to
the private sector similarly recognised
the importance of including such a
principle in the IPPs.3

C. The Extension of Privacy
Protection to the Private
Sector

Several bodies have recommended
that the Privacy Act be extended to
the private sector.* In response to
these recommendations the Federal
Attorney-General’s Department
released a Discussion Paper proposing
a co-regulatory approach for
extending privacy protection to the
private sector.® The Attorney-General
intended to develop legislation for
introduction in 1997 which would
have provided privacy protection for
all Australians in accordance with
international best practice.*
However, earlier this year the Federal
Government decided to abandon the
co-regulatory approach in favour of
industry self-regulation under
voluntary codes of practice to reduce
‘red tape’ for businesses.’” The
Government’s decision is likely to
have implication for the flow of
personal data into Australia from
Member States of the European
Union. These implications are
considered in Chapter 10.

The privacy of personal information
may only be propeily protected by the
extension of privacy protection to the
private sector. The Federal
Government’s decision earlier this
year to abandon its proposed co-
regulatory approach for the extension
of privacy protection in favour of
industry self-regulation under
voluntary codes of practice means
that effective sanctions may not be able
to be imposed upon persons who do
not comply with such codes. Any
protection provided for Internet e-
mail by a voluntary code under a self-
regulatory scheme would be very
limited where the code does not have
legislative backing. An industry code
or standard for the protection of e-mail

which applies to the
telecommunications industry may be
developed under the
Telecommunications Act. The
development of industry codes and
standards under the

Telecommunications Act is discussed
in Chapter 8.

Conclusion

The Federal Government’s decision to
abandon its plans to extend privacy
protection to the private sector under
a co-regulatory scheme in favour of
industry self-regulation under
voluntary codes of practice is
disappointing in view of the fact that
asimilar scheme has been successfully
implemented in New Zealand.
Effective sanctions may not be able to
be imposed on carriers and service
providers under a voluntary code of
practice developed under a self-
regulatory scheme with the resuit that
any protection provided for Internet
e-mail by such a code would be very
limited. The Government has also
deterred the States and Territories
from introducing privacy and data
protection legislation by
recommending that they do not
implement such legislation.

The indirect requirement for carriers
and service providers participating in
the TIO scheme to comply with the
IPPs contained in the Privacy Act
provides only weak protection for
Internet e-mail. The TIO scheme does
not expressly require participating
carriers and service providers to
comply with the IPPs but merely
permits a user to make a complaint to
the TIO if he or she believes that a
carrier or service provider is not
complying with the IPPs. If users are
unaware that a carrier or service
provider is not complying with the
IPPs no sanction may be imposed on
the carrier or service provider under
the TIO scheme.

The IPPs themselves provide
inadequate protection for personal
information. Personal information
should only be able to be collected
under IPP 1 for a lawful purpose in
the public interest. A person to whom
personal information is disclosed by
a carrier or service provider should
only be able to use or disclose the
information for the purpose for which
it was disclosed. The exceptions
contained in IPPs 10 and 11 should be
made more specific by being amended
as indicated above. Additionally, the
IPPs should also include principles
which permit only the minimum
amount of personal information to be
collected for a lawful purpose and

COMPUTERS & LAW 17



Privacy Protection for Internet E-mail in Australia

which require that such information
be destroyed after it is no longer
required for a lawful purpose in the
public interest.
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CHAPTER 7 — E-MAIL
INTERCEPTION

Introduction

The Telecommunications
(Interception) Act 1979 (Cth)
(‘Interception Act’) is intended to
protect the privacy of users of the
telecommunications system by
prohibiting the interception of
communications passing over the
system except where justified for law
enforcement or national security
purposes.! E-mail passing over the
Internet is considered to be too easy
to intercept.?

A significant difficulty with the
application of the Interception Act to
Internet e-mail is that the Act is not
technology neutral. The Act was
drafted primarily to apply to the
interception of voice
communications as opposed to text
based communications such as e-mail.
It has been suggested that the
application of the Act should be
reviewed as a result of the increasing
use of telecommunications systems
for other services such as e-mail
which do not necessarily involve
voice communications.?

The Sections of this Chapter cover the
following issues concerning the
privacy protection afforded to
Internet e-mail by the Interception
Act. Section A considers the
circumstances in which an offence is
committed under the Act where a
person intercepts e-mail. Section B
discusses the application of the
participant monitoring exception to
carriers and service providers. Section
C examines the exceptions under the
Act for employees of carriers and
service providers and persons
lawfully engaged by them. Section D
looks at the exceptions for law
enforcement and national security
agencies under the Act.

A. Offence of Intercepting a
Communication Passing
Over a Telecommunications
System

Under the Interception Act it is an
offence for any person to intercept a
communication passing over a
telecommunications system.* A
communication passing over a
telecommunications system is
intercepted by listening to or
recording by any means the
communication in its passage over the
system without the knowledge of the
person making the communication.’
Itis also an offence under the Act fora
person to communicate to another
person, make use of or make a record
of information obtained by lawfully
or unlawfully intercepting a
communication.® These offences
should not be given a narrow
construction in view of the
recognition given in the Act to the
high public policy of protecting
privacy.’

The Interception Act contains
exceptions to these offences for
employees of carriers and service
providers, persons lawfully engaged
by them and law enforcement and
national security agencies. Similarly,
arestrictive approach should be taken
to the statutory construction of the
exceptions in view of the recognition
given in the Act to protecting
privacy.? The exceptions are discussed
later in this Chapter.

The only rights and remedies which
an individual has in relation to the
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interception of a communication
passing over a telecommunications
system against persons other than
carriers and service providers are the
rights provided for in the Interception
Actitself.” Under the Act a person has
a civil right of action against anyone
who intercepts a communication to
which he or she is a party in
contravention of the Act.!® A person
also has a civil right of action against
anyone who in contravention of the
Act communicates or uses
information obtained by intercepting
such a communication.” These civil
remedies were created to promote the
privacy of users of
telecommunications systems.'?

The relevant issues to be considered
in determining whether an offence is
committed where a person snoops on
e-mail passing over the Internet are:

(1) Whether e-mail is a
‘communication’?

(2) Whether the Internet constitutes
a ‘telecommunications system’?

(3) When is e-mail ‘listened to” and
‘recorded’?

(4) When is e-mail intercepted
without the knowledge of the

person making the
communication?

1. Whether E-mail is a
‘Communication’?

A ‘communication’ is defined in the
Interception Act to include a message
and any part of a message ‘whether:
(a) in the form of: (i) speech music or
other sounds; (ii) data; (iii) text; (iv)
visual images, whether or not
animated; or (v) signals; or (b) in any
other form or combination of forms’."®
E-mail would clearly be a
‘communication’ as it may consist of
text, images, sound and/or animation.

2. Whether the Internet Constitutes a
‘Telecommunications System’?

The Interception Act defines a
‘telecommunications system’ to mean
‘a telecommunications network that
is within Australia ... and includes
equipment, a line or other facility that
is connected to such a network and is
within Australia’. A
‘telecommunications network’ is
defined in the Act to mean ‘a system,

or series of systems, for carrying
communications by means of guided
or unguided electromagnetic energy
or both".’* The effect of these two
definitions would be that the
Australian Internet and all computer
networks within Australia including
Local Area Networks and Wide Area
Networks would be considered to be
‘telecommunications  systems’
whether or not they are connected to
a telecommunications network
operated by a carrier.'® Computers
linked to the Australian Internet
would also be part of a
‘telecommunications system’ being
equipment connected to a
telecommunications network.

3. When is E-mail ‘Listened to’ and
‘Recorded’?

The word ‘listening’ is not defined in
the Interception Act. However, the
Macquarie Dictionary (2nd edition)
defines the word ‘listen’ to mean
‘attend closely for the purpose of
hearing; give ear’. E-mail consisting
of sounds would be ‘listened to’
where a person hears the contents of
the message.

The word ‘recorded’ is also not
defined in the Interception Act.
However, the word ‘record’ is defined
in the Act to mean ‘a record or copy,
whether in writing or otherwise, of
the whole or a part of the
communication, being a record or
copy made by means of the
interception’.’V A communication
would be ‘recorded” where a person
makes a permanent record or copy of
it. However, a communication may
not be ‘recorded’ where it is merely
displayed on a computerscreen as the
display would be transient and the
communication would not be stored
in any permanent form. This is a
significant restriction on the privacy
protection afforded to
communications by the Act.

The definition of ‘interception’
contained in the Interception Act
should be amended to include
viewing a communication by any
means in its passage over a
telecommunications system without
the knowledge of the person making
the communication. An offence
would then be committed where a
person snoops on e-mail passing over

the Internet by viewing its contents.

Where a person listens to or records
Internet e-mail stored in mailboxes of
recipients or on intermediate
computers there may not be an
‘interception’ for the purposes of the
Interception Act. The issue of whether
unread e-mail stored on a computer
may be ‘intercepted’ has been
considered in the United States. An
offence is committed under the
Electronic Communications Privacy
Act 1986 (US) (ECPA’) where a person
intentionally intercepts an electronic
communication.’® The ECPA defines
‘intercept’ to mean ‘the aural or other
acquisition of the contents of any
electronic communication through
the use of any electronic, mechanical
or other device.”

The defendant in Steve Jackson Games
v United States Secret Service® believed
that a Bulletin Board Service ('BBS’)
operated by the plaintiff was used by
a group of computer hackers known
as the Legion of Doom. The defendant
obtained a search warrant to seize and
review all information and
documents in the plaintiff’s BBS
computers which contained unread
e-mail messages. The plaintiff argued
that the defendant unlawfully
‘intercepted’ electronic
communications in breach of the
ECPA by seizing and reviewing the e-
mail messages stored in the BBS
computers.

Sparks J held that the defendant had
not ‘intercepted’ the unread e-mail as
the seizure of the e-mail had to be
contemporaneous with its
transmission for there to be an
‘interception’ contemplated by the
ECPA® It has been suggested that the
decision by Sparks ] is illogical as the
privacy protection afforded to e-mail
by the ECPA constantly changes
during transmission depending on
whether the message happens to be
passing over a wire or stored on an
intermediate computer at the time it
is captured.®

Internet e-mail stored in mailboxes of
recipients or on intermediate
computers may not be ‘intercepted’ for
the purposes of the Interception Act
where a person listens to or records
the message unless the listening or
recording is contemporaneous with
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the transmission of the message. The
Act does not impose any restrictions
on the communications and uses

which may be made of information

relating to the contents of a
communication which has not been
obtained by the ‘interception” of the
communication. The disclosures and
uses which carriers, service providers
and their employees may make of
information relating to the contents
of a communication is considered in
Chapter 8.

4. When is E-mail Intercepted Without
the Knowledge of the Person Making
the Communication?

At least the consent of the party
speaking at the relevant time in a
telephone conversation is required
for the interception of the
conversation to be with the
knowledge of the person making the
communication for the purposes of
the Interception Act.? It is likely that
only the consent of the sender of e-
mail would be required for the
interception of the message to be with
the knowledge of the person making
the communication as only the
sender makes the message pass over
the Internet. Even where the sender
is replying to an earlier message from
the recipient and the reply contains a
copy of the earlier message only the
consent of the sender would seem to
be required as the e-mail messages of
the sender and recipient would
appear o be separate
‘communications’ for the purposes of
the Act.

In Bohach and Catalano v The City of
Reno* a US District Court considered
whether the storage of copies of
messages on an intermediate
computer was an ‘interception’ of the
messages for the purposes of the
ECPA. The plaintiffs were officers of
the Reno Police Department who sent
messages to each other over the
Department’s ‘Alphapage’ message
system which enabled the
transmission of brief alphanumeric
electronic messages to the visual
displays of pagers. All messages were
recorded and stored by the system and
all users had been notified that their
messages would be ‘logged on the
network’. The plaintiffs were subject
to an internal affairs investigation

based on the contents of their
messages. They claimed that the
storage of their messages on the
Department’s computer was an
‘interception’ of the messages in
breach of the ECPA.

Reed ] held that no ‘interception’
occurred by reason of the storage of
the messages on the Reno Police
Department’s computer. He queried
how there could have been an
‘interception’ in the ordinary sense of
the word where ‘no computer or
phone lines have been tapped, no
conversations picked up by hidden
microphones, no duplicate pager
“cloned” to tap into messages
intended for another recipient.’” If
there had been an‘interception’ of the
messages Reed ] was of the view that
consent would likely be implied ‘for
one who sends a message using a
computer must surely understand
that the message will pass through the
computer.’®

The storage of Internet e-mail in
mailboxes of recipients and on
intermediate computers is necessary
for the transmission of messages over
the Internet. Such storage of e-mail
may not be an ‘interception’ of the
message for the purposes of the
Interception Act as the storage would
be unlikely to be without the
knowledge of the person making the
communication. The sender of e-mail
probably impliedly consents to such
storage by sending the message over
the Internet. Where information
relating to the contents of a
communication has not been
obtained by the ‘interception’ of the
communication the Act imposes no
restrictions on the communications
and uses which may be made of such
information. Chapter 8 considers the
disclosures and uses which carriers,
service providers and their employees
may make of information relating to
the contents of a communication.

B. Participant Monitoring
Exception

In accordance with the participant
monitoring exception a
communication is not intercepted
where a person who is lawfully on
premises to which a
telecommunications service is

supplied by a carrier or service
provider listens to or records a
communication passing over a
telecommunications system of which
that service forms a part. The listening
to or recording must be by means of
apparatus or equipment which forms
part of the telecommunications
service. The communication must be
a communication that is being made
to or from that service or that is being
received at that service in the ordinary
course of the operation of the
telecommunications system.”

The mischief contemplated by the
participant monitoring exception was
listening to or recording a
communication by means of
apparatus or equipment that was not
supplied by Telstra.?® It is intended
that the exception be given full literal
effect despite any overlap with the
other exceptions contained in the
Interception Act.® However, the
application of the exception is
surrounded by uncertainty as it was
drafted when Telstra had a monopoly
on providing all telecommunications
services and equipment. Advances in
technology have added further to this
uncertainty.™

The relevant issues to be considered
in determining whether the
participant monitoring exception
applies where a person snooping on
the Internet intercepts e-mail are:

(1) When is a person ‘lawfully on

premises’?

(2) What is a ‘telecommunications
service'?

(3) What is ‘apparatus’ and
‘equipment’?

(4) When does apparatus or
equipment form ‘part of a
telecommunications service’?

(5) When is a communication made
to or from or received at a
telecommunications service?

1. When is a Person ‘Lawfully on
Premises’?

The expression ‘lawfully on premises’
is not defined in the Interception Act.
However, the word ‘ont’ is defined in
the Macquarie Dictionary (2nd ed) to
mean ‘immediate proximity’. A carrier
or service provider which supplies an
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Internet e-mail service would be
‘lawfully on premises’ to which the
service is supplied where the host
computer which holds the mailboxes
of users is located on the premises of
the carrier or service provider itself.

2. What is a ‘Telecommunications
Service’?

The Interception Act defines a
‘telecommunications service’ to mean:

‘[A]  service for  carrying
communications by means of guided
or unguided electromagnetic energy
or both, being a service the use of
which enables communications to be
carried over a telecommunications
system operated by a carrier [or service
provider] but not being a service for
carrying communications solely by

means of a radiocommunication’.?!

An Internet e-mail service would be a
‘telecommunications service’ as it
enables e-mail to be carried over the
Australian Internet and other
networks in Australia operated by
carriers and service providers.** The
host computer which holds the
mailboxes of users would form part
of the Internet e-mail service as it is
the means which enables e-mail to be
carried over the Australian Internet
and other networks.

3. What is
‘Equipment’?

Apparatus’  and

The word “apparatus’ is not defined
in the Interception Act. However, the
word ‘apparatus’ is defined in the
Macquarie Dictionary (2nd ed) to
mean ‘an assemblage of instruments,
machinery, appliances, materials, etc,
for a particular use’. The word
‘equipment’ is defined in the
Interception Act to mean ‘any
apparatus or equipment used, or
intended for use, in or in connection
with a telecommunications network,
but does not include a line’.* The
Macquarie Dictionary (2nd ed)
defines the word ‘equip’ to mean
‘anything used in or provided for
equipping’ and the word ‘equipping’
to mean ‘“to furnish or provide with
whatever is needed for services or for
any undertaking’. These definitions
suggest that the words ‘apparatus’
and ‘equipment’ are broad concepts.
It is likely that network interfaces and
all other parts of a computer network

including computers themselves
which may be used to listen to or
record e-mail would be ‘apparatus’ or
‘equipment’ for the purposes of the
Interception Act.

4. When Does Apparatus or Equipment
Form ‘Part of a Telecommunications
Service’?

Apparatus or equipment used tolisten
to or record a communication must
form ‘part of a telecommunications
service’ for the participant
monitoring exception to be
applicable. The apparatus or
equipment may also need to be
supplied by a carrier or service
provider for the exception to apply.
In R v Curran and Torney® the
Victorian Supreme Court considered
whether an offence was committed
under the Interception Act by
recording telephone calls using a
portable tape recorder.

The defendants in Curran and Torney
were two criminals who were hiding
in a house. They connected a
telephone in such a way that calls
could be made upon the telephone
service of a neighbouring house. The
neighbour experienced telephone
difficulties and reported to Telstra®
that he believed that someone else was
using his telephone service. As he
thought Telstra was doing nothing
about it he used a portable tape
recorder to record the telephone calls
made by the criminals and gave the
recording to the police.

McGarvie ] held that the neighbour
committed an offence under the
Interception Act by recording the
calls. The participant monitoring
exception was not applicable as the
neighbour had not recorded the calls
made by the criminals using
equipment which was ‘part of a
telecommunications service’
supplied by Telstra.*

5. When is a Communication Made to
or From or Received at a
Telecommunications Service?

A communication must be a
communication that is made to or
from a telecommunications service or
received at such a service in the
ordinary course of the operation of a
telecommunications system of which
the service forms part. Carriers and

service providers which supply
Internet e-mail services may seek to
rely upon the participant monitoring
exception to listen to or record e-mail
sent to or from the service where the
host computer is located on the
premises of the carrier or service
provider itself. The participant
monitoring exception may also be
sought to be relied upon by carriers
and service providers to listen to or
record e-mail which is received at an
Internet e-mail service in the ordinary
course of the operation of the Internet.
E-mail may be received at an Internet
e-mail service where the service acts
as an intermediate computer for the
passing of messages over the Internet.

The application of the participant
monitoring exception to the
interception of Internet e-mail is
uncertain as it was never intended to
apply to messages passing over the
Internet. The exception permits
unreasonable intrusions upon the
privacy of users of e-mail. It allows
carriers and service providers to snoop
on e-mail by intercepting messages
sent to or from an Internet e-mail
service which they supply or received
atsuch a service in the ordinary course
of the operation of the Internet.

C. Exceptions for Employees
of Carriers and Service
Providers and Persons
Lawfully Engaged by Them

Exceptions under the Interception Act
permit employees of carriers and
service providers and persons
lawfully engaged by them to intercept
communications passing over a
telecommunications system and
communicate and make use of
information obtained by intercepting
communications without committing
an offence under the Act.

1. Interception of Communications
Passing Over a Telecommunications
System

It is said that carriers and service
providers have an important
obligation to keep their networks fully
maintained and operational which
requires a certain level of monitoring
and recording of communications.”
An exception allows employees of
carriers and service providers and
persons lawfully engaged by them to
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intercept communications in the
course of their duties for the purpose
of network operation or network
maintenance. However, it must be
reasonably necessary for the employee
or person lawfully engaged to
intercept the communication in order
to perform his or her duties
effectively.®

In determining whether it was
reasonably necessary for employees of
carriers and service providers and
persons lawfully engaged by them to
intercept a communication in order
to perform his or her duties effectively
a court may have regard to any matters
specified in the regulations made
under the Interception Act.*® As no
matters have yet been specified in the
regulations it is arguable that the
exception would not comply with the
ICCPR on the basis that the law is not
sufficiently clear to give users an
adequate indication as to the
circumstances in which an employee
or person lawfully engaged may
intercept a communication.* Matters
should be specified in the regulations
to indicate when it is reasonably
necessary for employees and persons
lawfully engaged to intercept
communications.

2. Communication and Use of
Information Obtained by
Intercepting a Communication

An exception allows employees of
carriers and service providers to
communicate or make use of
information lawfully or unlawfully
obtained by intercepting a
communication where the
information relates to network
operation, network maintenance or
the supply of telecommunications
services by the carrier or service
provider*' Another exception permits
employees to communicate to other
carriers and service providers
information lawfully or unlawfully
obtained by intercepting a
communication where the
information relates to network
operation, network maintenance or
the supply of telecommunications
services by the other carrier or service
provider. The communication of the
information to the other carrier or
service provider must be for the
purpose of the carrier or service

provider carrying on its business
relating to the supply of
telecommunications services.*

Carriers and service providers to

which such information has been
communicated may only
communicate or use the information
for the purpose for which it was
communicated.*?

The circumstances in which
employees of carriers and service
providers may communicate or make
use of information relating to the
supply of telecommunications
services should be clarified. The
exceptions contained in the
Telecommunications Act 1997 (Cth)
(‘Telecommunications Act’)
concerning the disclosure and use of
information relating to network
operation, network maintenance and
the supply of telecommunications
services by employees of carriers,
carriage service providers and
telecommunications contractors are
more restrictive than the exceptions
contained in the Interception Act.*
Chapter 8 examines the exceptions

contained in the
Telecommunications Act relating to
the disclosure and use of

communications information by
employees.

An exception under the Interception
Act also allows employees of carriers
and service  providers  to
communicate to the Australian
Federal Police (AFP’), National Crime
Authority ((NCA’) and eligible State
authorities®* information lawfully
obtained by intercepting a
communication for purposes
connected with the investigation of a
serious offence.* This exception may
be justified on the basis that the public
interests in the investigation of
serious offences outweigh privacy
interests.

D. Exceptions for Law
Enforcement and National
Security Agencies

Law enforcement and national
security agencies are said to be excited
about the potential for snooping on
the Internet.¥” The rights of
interception vested in law
enforcement and national security
agencies are said to be vital for

protecting the lawful interests of the
community against organised crime.*
The exercise of these rights is justified
on the basis that upholding the law
outweighs the privacy rights of
individuals.* The attendant invasion
of privacy has been described as
‘regrettable’ ¥

An offence is not committed under
the Interception Act where a
communication passing over a
telecommunications system is
intercepted under a warrant.”' The
AFFP, NCA and declared eligible State
authorities™ may apply to an eligible
Federal Court Judge for a warrant in
respect of a telecommunications
service for the purpose of obtaining
information which would assist in the
investigation of a serious offence.” A
warrant may be issued by a Judge in
relation to an Internet e-mail service.

When issuing a warrant for a serious
offence which does not involve
murder, kidnapping or narcotics an
eligible Federal Court Judge must
have regard to how much the privacy
of persons would be interfered with
by the interception of
communications under the warrant.*
A Judge must exercise the power to
issue a warrant without bias and fairly
by weighing the competing
considerations of privacy on the one
hand and law enforcement on the
other.”® Consideration is to be given
to any interference with the privacy
of communications.*

Conclusion

There are significant gaps in the
protection afforded to Internet e-mail
by the Interception Act. Advances in
technology and the introduction of
competition into the
telecommunications industry have
widened these gaps by providing
carriers and service providers with
even more opportunities to intercept
communications. Where a
communication is not ‘intercepted’
the Act does not impose any
restrictions on the communications
and uses which may be made of
information relating to the contents
of the communication. A
communication may not be
‘intercepted’ where it is merely
viewed on a computer screen as the
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display would be transient without
the communication being
permanently stored. E-mail which is
stored in the mailboxes of intended
recipients or on intermediate
computers may also not be
‘intercepted’ under the Act. The
participant monitoring exception
may be relied upon by carriers and
service providers to intercept e-mail
sent to or from an Internet e-mail
service which they supply or received
at such a service where the service is
located on the premises of the carrier
or service provider itself.

Amendments are required to be made
to the Interception Act to address the
advances in technology and the
introduction of competition into the
telecommunications industry. The
definition of ‘interception’ needs to
be amended to include viewing a
communication by any means in its
passage over a telecommunications
system. The participant monitoring
exception should not be able to be
relied upon by carriers or service
providers to unreasonably intrude
upon the privacy of users of e-mail by
snooping on messages. The
regulations made under the Act
should specify matters to indicate
when it is reasonably necessary for
employees of carriers and service
providers and persons lawfully
engaged by them to intercept
communications in order to perform
their duties effectively. The
circumstances in which employees
may communicate or use information
relating to the supply of
telecommunications services should
be clarified.
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