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Schedule No. Schedule Name Brief Description

5 Expert Determination 
Procedure

O u tlin e s  th e  p r o c e ss  for  the d e te n n in a tio n  o f  a d isp u te  b y  an ex p ert  
w h e r e  an  a m ica b le  re so lu tio n  has n ot be a c h ie v e d  b y  th e  p arties.

6 Confirmation of Insurances A  sta te m en t o f  in su ra n ces  h e ld  b y  th e  S u p p lier.
7 Financial Security A  d eed  o f  a g reem en t se ttin g  out th e  term s u p o n  w h ic h  a fin a n c ia l 

secu r ity  is  p ro v id ed  and  m ay  b e  ca lled  u p o n  b y  th e  C u stom er .
8 Performance Guarantee A d ee d  o f  a g reem en t se ttin g  o u t th e term s upon w h ich  a p erfo rm an ce  

g u a ra n tee  is  p ro v id ed  and m ay  b e  ca lled  upon b y  th e  C u stom er .
9 Deed of Confidentiality A  d eed  o f  a g reem en t se ttin g  out th e term s for th e p reserv a tio n  o f  

c o n fid e n tia lity  in  certa in  in form a tio n .
10 Privacy A d d r e sse s  th e S u p p lie r ’s p r iv a cy  o b lig a tio n s .
11 Escrow Agreement A  d e e d  o f  a g reem en t b e tw e e n  th e  S u p p lier , C u sto m er  and  an e sc r o w  

a g e n t to  p la c e  th e so u rc e  c o d e  o f  a p roduct in to  escrow ' for r e le a se  to  
th e  C u sto m er  in certain  c ircu m sta n ces .

12 Variation Procedures P r o v id e s  a p r o c e ss  for  m a n a g in g  ch a n g e s  to  th e  o p eration a l 
req u irem en ts  o f  a p ro ject or v a r ia tio n s  to  th e  term s.

13 Risk Management S e ts  ou t th e  form at o f  th e  risk m a n a g em en t p lan .

Who is spying on you? - taking a look at Spyware
K y lle  H o w a rd , M a lle so n s  S tep h en  J a q u e s

K y lie  H o w a rd  is  a S o lic ito r  in  th e  In te llec tu a l P rop erty  and T e c h n o lo g y  G rou p  at M a lle so n s  S tep h en  Jaq u es in S y d n e y  and  
is a lso  th e  ed itor  o f  th is  jo u rn a l. T h e a r tic le  is b a sed  on  a lo n g e r  p ap er that w a s  recen tly  p u b lish ed  in th e  Journal o f  

In form ation , L a w  and T e c h n o lo g y  and co -a u th o red  by Y e e  F en  L im , A s s o c ia te  P ro fesso r , D ep artm en t o f  L aw , M acq u a rie  
U n iv ers ity : H ow ard  and L im , “I S p y  w ith  M y  L ittle  E ye - T a k in g  a C lo se r  L o o k  at S p y w a r e ” 2 0 0 5  (2 )  The Journal of 

Information, Law and Technology (JILT), http://www2.warwick.ac.uk/fac/soc/law/elj/jilt/2005_2-3/howard-lim/

What is spyware?

S p y w a re  is  a  r e la t iv e ly  n e w  
p h e n o m en o n . S p y w a re  is in te llig e n c e  
ga th erin g  so ftw a re  that is  both  
in sta lled  on  a co m p u tin g  d e v ic e  and  
tak es in fo rm a tio n  from  th e  co m p u ter  
w ith o u t k n o w le d g e  or c o n se n t  o f  the  
user. O ften  th e in fo rm a tio n  o b ta in ed  
is g iv e n  to  a third party and  u sed  to  
bu ild  d a ta b a ses  o f  in fo rm a tio n  about 
p eo p le . It is c a lle d  “sp y w a r e ” b e c a u se  
th e so ftw a re  litera lly  e n a b le s  sp y in g  - 
it m ay ta rg e t b a n k in g  and cred it card  
d eta ils , s e n s it iv e  in form a tio n , 
co m m e rcia l in form a tio n  or y o u r  o w n  
p rivate in fo rm a tio n .
A  recen t jo u rn a l artic le  d is c u s s in g  
sp y w a re  o p e n e d  w ith  a s ta te m en t that 
d escr ib es , in  s im p le  term s, th e  
alarm in g  natu re o f  sp yw a re:

“ Y o u  are b e in g  w a tch ed . 
M o n ito red . E very  m o v e  y o u  
m a k e is b e in g  record ed , 
lo g g e d . Y o u r p er so n a l tastes  
and d es ires , y o u r  frien d s,

travel p la n s , fa v o u r ite  T V  
s h o w s , and n ew sp a p ers. 
Perhaps m ore d istu rb in g , th is  
in fo rm a tio n  is  sto red  into  
d a ta b a ses, so ld  and shared  
w ith  n a m e le ss  and c o u n tle ss  
oth ers. A n d  y o u  h a v e  n o  
i d e a . . . . ” 1

How a PC becomes infected with 
spyware and how do I know if my 
PC is infected?

A  u ser  o f  the Internet u su a lly  p la y s  an 
u m vittin g  ro le  in  d o w n lo a d in g  
sp y w a re , o ften  b y  a c c id en t th rou gh  
d o w n lo a d in g  a sp y -ca r ry in g  em a il  
attach m en t, d o w n lo a d in g  “free” 
softw are* or s im p ly  b ro w sin g  the  
Internet. S o m e  e x a m p le s  o f  free  
so ftw a re  that h a v e  b e e n  k n o w n  to  be  
a c c o m p a n ie d  b y  sp y w a re  in c lu d e  
b ro w ser  too lb a rs and m o d if ic a tio n s ,  
U n Z ip , P C  c lo c k s , p erso n a l o rg a n isers  
and K a z a a ?

so ftw a re . For ex a m p le ,
a d v ertisem en ts  for  “a n ti-sp y w a r e” 
to o ls  m ay a c tu a lly  in c lu d e  sp y w a re , or 
b u tton s that say  “c a n c e l” a c tiv a te  the  
in sta lla tion  o f  the sp y w a re  w h en  
c lic k e d .4 A  u ser m ay  ev e n  
in ad v erten tly  c o n se n t to  “m o n ito r in g ” 
so ftw a re  a s  part o f  an en d  u ser  lic e n c e  
a g reem en t.
A lth o u g h  it can  b e  d iff ic u lt  to  k n o w  i f  
y o u r  PC is  in fec te d  w ith  sp y w a re , 
th ere are v a r io u s sy m p to m s  th at y o u  
sh o u ld  lo o k  out for. T h e se  in c lu d e5:
•  y o u r  c o m p u te r ’s p er fo rm a n ce  

is  s lo w e r  than u su al;
•  error m e s s a g e s  appear;
•  n e w  ic o n s  ap p ear on  you r

d esk to p  that w ere  n ot there  
b efore;

•  new' to o lb a rs  h a v e  b een
in sta lled ;

S o m e  sp y w a re  w ill  u se  d e c e p tio n  to 
m islea d  y o u  in to  in s ta llin g  the

y o u r a n ti-v iru s  and firew all 
so ftw a r e  turns i t s e l f  o ff;
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• you r w e b  b ro w ser  su d d en ly  
starts on  a d ifferen t h o m e  
p ag e;

•  p o p -u p  w in d o w s  co n sta n tly  
appear;

•  n e w  p a g e s  in y o u r  fa v o u rites  
list;

•  r e c e iv in g  la rg e  am o u n ts o f  
spam ; and

•  e v id e n c e  o f  e m a ils  b e in g  sen t 
from  y o u r  co m p u te r  w ith o u t  
y o u  s e n d in g  th em .

It m a y  b e  a g o o d  id ea  to  g e t  an  
in d ic a tio n  o f  w h eth er  y o u r  co m p u ter  is 
in fec te d . Y o u  ca n  d o  th is  b y  
ch e ck in g :
•  the “A d d  and R e m o v e  

P rogram s” fa c ility . T h is  lists  
all th e p ro gram s in sta lled  on  
you r co m p u te r  and is  u su a lly  
found in the m a in  m en u ;

•  th e “task  m a n a g er” to  se e  
w h ic h  a p p lic a tio n s  are 
running; and

•  you r firew a ll reg ister  for 
traffic  b e tw e e n  you r  
co m p u ter  and th e  internet.

Is it really an issue?

M an y p e o p le  th in k  that b e c a u se  they  
h a v e  a  f irew all or v iru s p ro tection  
so ftw a re , th ey  w ill be p ro tected  from  
h arm fu l so ftw a re  su ch  as sp yw a re. 
T h is  is  n o t a lw a y s  th e  c a se . In 
a d d itio n , sp y w a re  is  o fte n  d e lib era te ly  
d e s ig n e d  to  b e  d iff ic u lt  or im p o ss ib le  
to  u n in sta ll.
T h ere  are so m e  g o o d  rea so n s w h y  
sp y w a re  sh o u ld  not b e  to lera ted . T h e  
m ain  co n cer n s  w ith  sp y w a r e  in c lu d e  
the f in a n c ia l c o s ts  in v o lv e d  w ith  
h a v in g  sp y w a re  in fec te d  P C s, secu r ity  
is su e s  and the right to  p riv acy . 
R eg a rd in g  p r iv a cy , in  the o f f lin e  
w o rld , w o u ld  y o u  a g r ee  to  so m e o n e  
fo l lo w in g  y o u  in to  sh o p s , record in g  
the p u r ch a ses  y o u  m a k e , lo o k in g  at th e  
ty p es  o f  b o o k s  y o u  read  and th en  
s e l l in g  th is in fo rm a tio n  to  a third party  
for m ark etin g  p u r p o se s?  P rob a b ly  
n ot. In the v ir tu a l w o r ld , h o w ev e r , 
th is  is  co n sta n tly  h a p p en in g  - and  n ot  
ju s t  to  h o m e  u sers , b u t to  co m p a n ies  
as w e ll . S o m e  m ark etin g  co m p a n ies  
are m a k in g  m illio n s  o f  d o lla rs  se ll in g  
person al in form a tio n  to  th ird  p arties.6 
S p e c if ic  co n cer n s  a b o u t sp yw a re  
range from  s lo w in g  d o w n  PCs to

ex trem e in v a sio n s  o f  p r iv a cy , n ot to  
m en tio n  the d isru p tiv e  a d v ertis in g  
p o p -u p s  or the r e so u rce s  sp y w a re  can  
c o n su m e  o n  a P C .7 C o m p a n ie s  h a v e  
rep orted  that th ey  are lo s in g  m illio n s  
o f  d o lla rs  in  d o w n  tim e  and lo st  
p ro d u ctiv ity  and e x p e c t  th e  is su e  to  
g e t  w o r s e .8
A la r m in g ly , spyw-are is  sp rea d in g  at a 
v ery  fast rate. E v id e n c e  o f  th e  
w o r se n in g  prob lem  ca n  b e  seen  in a 
recen t U S  su rv ey  (A p r il, 2 0 0 4 )  - o v e r  
th ree m o n th s, s o m e  3 0  m illio n  
sp y w a re  p rogram s had b een  in sta lled  
on  a p p ro x im a te ly  o n e  m illio n  
co m p u te rs . T h e n u m b er o f  sp y w a re  
p ro gram s in sta lled  o n  a s im ilar  
n u m b er o f  co m p u ters  is  n o w  an  
a larm in g  8 5  m ill io n .9 O th er s ta tis tics  
in c lu d e 10:
•  80%  o f  all PC s h a v e  b een  

in fec te d  w ith  sp y w a re;
•  89%  o f  in fe c te d  u sers are 

u n aw are o f  the sp y w a re  
fo u n d  o n  th eir m a ch in es;

•  95%  o f  in fec te d  u sers d id  not 
g iv e  p e r m iss io n  for the  
so ftw a re  id en tif ied  as 
sp y w a re  to  b e  in sta lled  on  
their m a ch in es .

S p y w a re  ca n  be a ser io u s  secu r ity  
threat to  y o u r  b u s in e ss  an d  ca n  be  
u sed  fo r  m a lic io u s  p u rp o ses  
in c lu d in g 11:
•  secr e tly  ga th erin g

in fo rm a tio n  ab o u t a u ser  and 
sen d in g  th e in form a tio n  
e lsew h ere ;

•  m o d ify in g  co m p u te r  se ttin g s  
an d  u ser p re fe ren ces  w ith o u t  
th e  p e r m iss io n  o f  th e  user; 
and

•  s te a lin g  co m p u ter  reso u rces.
What legal protection exists against 
spyware?

It h as b een  r e c o g n ise d  that the  
a v a ila b ility  o f  leg a l r e co u r se  a g a in st  
o n lin e  o f fe n c e s  in cr ea ses  the  
c o n fid e n c e  o f  the p u b lic  in u s in g  the  
Internet. In re sp o n se  to  th is , in  2 0 0 4  
th e M in ister  for C o m m u n ica tio n s , 
In form ation  T e c h n o lo g y  and the A rts  
a n n o u n ced  a r e v ie w  o f  th e  c o v e r a g e  o f  
e x is t in g  A u stra lia n  la w s  in  re sp e c t o f  
th e m a lic io u s  u se  o f  sp y w a re . T h e  
Department of Communications, 

Information Technology and the Arts

(“DoCITA”) b eg a n  w o rk in g  w ith  the  
A tto rn ey -G en e ra l’s D ep artm en t and  
law' en fo r c e m e n t a g e n c ie s  to  
d eterm in e  the a d e q u a cy  o f  e x is t in g  
law's in  c o m b a tin g  spyw 'are. D o C IT A  
fou n d  that e x is t in g  le g is la t io n , su ch  as  
the Criminal Code Act 1995  (C th ), the  
Privacy Act 1988  (C th ), 
Telecommunications Act 19 9 7  (C th )  
and th e  Trade Practices Act 1974 
(C th ), c o v e r e d  m a n y  o f  th e  m a lic io u s  
b eh a v io u r s  a s so c ia te d  w ith  s p y w a r e 12 
(th is  is  e x p la in e d  in m ore d eta il 
b e lo w ) . T h e  r e v ie w  co v ere d  
b eh a v io u r  su ch  as d e c e p tiv e  co n d u ct, 
u n au th orised  a c c e s s ,  cy b er -sta lk in g , 
co m p u ter  h ija ck in g , th eft o f  co m p u ter  
so ftw a re , re so u rce s  and b an d w id th , 
d en ia l o f  s e r v ic e  a ttack s, d a m a g e to  
co m p u ter  se ttin g s , id en tity  th eft, 
co n ten t m o d if ic a tio n , a n ti-co m p e tit iv e  
c o n d u ct and p r iv a cy  in fr in g em en ts .
For th e  p u rp o ses o f  th e  le g is la t iv e  
r e v ie w , sp y w a re  w a s  d e fin e d  as:

“an y  so ftw a re  ap p lica tio n  
that is  g e n era lly  in sta lled  
w ith o u t the k n o w le d g e  or  
c o n se n t o f  the u ser, to ob ta in , 
u s e  or in terfere w ith  p erso n a l  
in fo rm a tio n  or reso u rces, 
co n ten t or se ttin g s  for  
m a lic io u s  or u n d esirab le  
p u r p o ses” . 13

T a b le  1 (at the en d  o f  th is artic le)  
o u tlin e s  p oten tia l cr im in al o f fe n c e s  
that can  be b rou gh t under e x is t in g  
le g is la t io n .
T h e  A u stra lia n  D e m o cra ts  are o f  a 
d iffere n t view ' to  D o C IT A . T h eir  view ' 
is  that sep arate le g is la t io n  is required  
to  s p e c if ic a lly  d ea l w ith  sp y w a re , and  
c o n se q u e n tly  th e  party h as in trod u ced  
the Spyware Bill 2005  w h ich  is a 
p ro p o sed  A c t  to  regu late th e  
u n au th o rised  in sta lla tion  o f  co m p u ter  
so ftw a re . It req u ires the c lea r  
d isc lo su r e  to  co m p u ter  u sers o f  certain  
co m p u ter  so ftw a re  fea tu res that m ay  
p o s e  a threat to u ser p riv acy .
T h e o b je c ts  o f  th e p ro p o sed  A c t are to  
reg u la te  th e  u n au th o rised  or 
su rrep titio u s in sta lla tio n  o f  com p uter  
so ftw a re  and to  require c lea r  
d isc lo su r e  to  co m p u ter  u sers o f  certain  
co m p u ter  so ftw a re  fea tu res that m ay  
p o se  a threat to  a u se r ’s p riv acy  or the  
sp eed  or op eration  o f  th eir com p uter. 
T h e p ro p o sed  A c t  a im s to g iv e  
co m p u ter  users the right to  k n o w  that 
so ftw a re  is b e in g  in sta lled  on  their
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c o m p u t e r ,  a n d  t h e  a b i l i t y  t o  r e f u s e  t o  

h a v e  i t  i n s t a l l e d  a n d  u n i n s t a l l  a n y  

s o f t w a r e . 14

U n d e r  t h e  p r o p o s e d  A c t  c o n s e n t  b y  a  

u s e r  t o  i n s t a l l  t h e  s o f t w a r e  i s  d e s i g n e d  

a s  a  t w o - s t e p  p r o c e s s  w i t h  t h e  

r e q u i r e m e n t  o f  a n  ‘ ‘ a f f i r m a t i v e  

c o n s e n t ” ,  w h i c h  m u s t  b e  e x p r e s s e d  

t h r o u g h  t h e  a c t i o n  o f  a  c o m p u t e r  u s e r  

a n d  i s  i n d e p e n d e n t  f r o m  a n y  o t h e r  

c o n s e n t  s o l i c i t e d  f r o m  t h e  u s e r  d u r i n g  

t h e  i n s t a l l a t i o n  p r o c e s s  ( f o r  e x a m p l e ,  

c o n s e n t  c a n n o t  b e  a  b r o a d e r  c o n s e n t  

f o r  t h e  i n s t a l l a t i o n  o f  a  s e p a r a t e  

s o f t w a r e  t o  w h i c h  s p y w a r e  i s  

a t t a c h e d ) . 15 T h e  f i r s t  i n v o l v e s  

o b t a i n i n g  c o n s e n t  t o  t h e  g e n e r a l  

i n s t a l l a t i o n  o f  t h e  s o f t w a r e . 16 

S e c o n d l y ,  c o n s e n t  m u s t  t h e n  b e  

o b t a i n e d  f o r  e a c h  i n d i v i d u a l  

i n f o r m a t i o n  c o l l e c t i o n  f e a t u r e  ( a n d  

o t h e r  f e a t u r e s  s u c h  a s  a d v e r t i s i n g ,  

d i s t r i b u t e d  c o m p u t i n g  f e a t u r e  a n d  

m o d i f i c a t i o n  f e a t u r e s )  o f  t h e  s o f t w a r e .  

F o r  e x a m p l e ,  i f  t h e  s p y w a r e  s o f t w a r e  

o n c e  d o w n l o a d e d  c a u s e s  a d v e r t i s i n g  

p o p - u p s ,  c o l l e c t i o n  o f  p e r s o n a l  

i n f o r m a t i o n  a n d  m o d i f i c a t i o n s  t o  

s e t t i n g s  o f  t h e  u s e r ’ s  c o m p u t e r ,  t h e  

c o m p u t e r  u s e r  m u s t  c o n s e n t  t o  e a c h  o f  

t h e s e  f e a t u r e s  b e f o r e  t h e  s o f t w a r e  c a n  

b e  l a w f u l l y  i n s t a l l e d .  T h i s  t y p e  o f  

c o n s e n t  e n s u r e s  t h a t  u s e r s  a r e  f u l l y  

i n f o r m e d  a s  t o  e x a c t l y  h o w  t h e  

s o f t w a r e  m a y  a f f e c t  t h e m  a n d  t h e i r  

c o m p u t e r .  P e n a l t i e s  u n d e r  t h e  

p r o p o s e d  A c t  a r e  d i r e c t e d  t o  t h e  a c t u a l  

s o f t w a r e  d e v e l o p e r s  r a t h e r  t h a n  

p a s s i v e  p a r t i e s  s u c h  a s  t h e  h o s t  o f  a  

w e b s i t e  t h r o u g h  w h i c h  s o f t w a r e  w a s  

m a d e  a v a i l a b l e . 17

O n  1 S e p t e m b e r  2 0 0 5 ,  t h e  M i n i s t e r  f o r  

C o m m u n i c a t i o n s ,  I n f o r m a t i o n

T e c h n o l o g y  a n d  t h e  A r t s ,  S e n a t o r  T h e  

H o n  H e l e n  C o o n a n ,  r e l e a s e d  a  m e d i a  

s t a t e m e n t  i n d i c a t i n g  t h a t  m a l i c i o u s  

u s e s  o f  s p y w a r e  a r e  a l r e a d y  c o v e r e d  

b y  e x i s t i n g  l a w ’s  w i t h  a n  e m p h a s i s  o n  

t h e  n e e d  f o r  t h e  p u b l i c  t o  b e  a w a r e  o f  

t h e  t h r e a t  o f  s p y w a r e . 18 T o  

c o m p l e m e n t  t h e  n e e d  f o r  p u b l i c  

a w a r e n e s s ,  D o C I T A  d e v e l o p e d  a n d  

r e l e a s e d  Taking Care of Spyware19, a  

b r o c h u r e  d e s i g n e d  t o  p r o v i d e  t h e  

p u b l i c  w i t h  i n f o r m a t i o n  a b o u t  

s p y w a r e ,  h o w  t o  r e m o v e  i t  a n d  h o w  t o  

p r e v e n t  i t .  T h e  b r o c h u r e  i s  s u p p o r t e d  

b y  t h e  I n t e r n e t  I n d u s t r y  A s s o c i a t i o n ’ s  

( I I  A )  n a t i o n a l  a n t i - s p y w a r e  

c a m p a i g n 20 w h e r e  t h e  p u b l i c  c a n  f i n d  

m o r e  d e t a i l e d  i n f o r m a t i o n  a n d  s a m p l e  

t h e  a n t i - s p y w ' a r e  s o f t w a r e  t h a t  i s

a v a i l a b l e  t o  u s e  f o r  a  f r e e  t r i a l  p e r i o d .  

G i v e n  t h i s  m e d i a  r e l e a s e ,  i t  i s  u n l i k e l y  

t h a t  the Spyware Bill 2005  w i l l  r e c e i v e  

p a s s a g e  t h r o u g h  P a r l i a m e n t .  T h i s  m a y  

r e f l e c t  t h e  c o r r e c t  a p p r o a c h  s i n c e  i t  i s  

q u e s t i o n a b l e  w h e t h e r  n e w  l e g i s l a t i o n  

i s  t h e  s o l u t i o n  t o  t h e  g r o w i n g  s p y w a r e  

p r o b l e m .

E v e n  i f  t h e r e  w a s  n e w  l e g i s l a t i o n  

i n t r o d u c e d  i n  A u s t r a l i a  t h a t  

s p e c i f i c a l l y  c o v e r e d  m a l i c i o u s  u s e s  o f  

s o f t w a r e ,  t h a t  l e g i s l a t i o n  w o u l d  h a v e  a  

l i m i t e d  g e o g r a p h i c a l  f i e l d  o f  

a p p l i c a t i o n ,  w i t h  p h y s i c a l  f r o n t i e r s .  I t  

s h o u l d  b e  k e p t  i n  m i n d  d i a t  m o s t  

s p y w a r e  d o e s  n o t  o r i g i n a t e  i n  

A u s t r a l i a  a n d  s o  t h e r e  a r e  p r o b l e m s  

w i t h  a s s e r t i n g  t h a t  A u s t r a l i a n  

l e g i s l a t i o n  w i l l  a p p l y  w h e r e  s p y w a r e  

d o e s  n o t  o r i g i n a t e  i n  A u s t r a l i a .  F o r  

e x a m p l e ,  i f  a  c o m p a n y  i n  a  

j u r i s d i c t i o n  o t h e r  t h a n  A u s t r a l i a  

c a u s e s  s p y w a r e  t o  b e  i n s t a l l e d  w i t h o u t  

t h e  r e l e v a n t  n o t i c e s  a n d  c o n s e n t s  t h a t  

t h e  p r o p o s e d  A u s t r a l i a n  l e g i s l a t i o n  

r e q u i r e s ,  d o e s  t h a t  l e g i s l a t i o n  h a v e  a n y  

e f f e c t ?  I t  w i l l  a l l  d e p e n d  o n  w h e t h e r  

A u s t r a l i a  a s s e r t s  j u r i s d i c t i o n  o v e r  t h a t  

c o m p a n y ,  a n d  i f  i t  d o e s ,  w h e t h e r  a  

j u d g m e n t  c a n  b e  e n f o r c e d  i n  A u s t r a l i a .  

T h i s  v e r y  i s s u e  g o e s  b a c k  t o  t h e  

w i d e l y  d e b a t e d  t o p i c  o f  j u r i s d i c t i o n  

a n d  t h e  I n t e r n e t .  E x i s t i n g  l e g a l  

r e g i m e s  s t r u g g l e  t o  f i t  i n t o  t h e  r e a l m  

o f  t h e  n e w  I n t e r n e t  m e d i u m ,  a n d  

u n f o r t u n a t e l y ,  n o t  m u c h  c a n  b e  d o n e  

e x c e p t  h o p e  t h a t  o t h e r  j u r i s d i c t i o n s  

h a v e  s i m i l a r  l e g i s l a t i v e  r e g i m e s  a n d  

p r o t e c t i v e  m e a s u r e s  t o  c o p e  w i t h  t h e  

v a r i o u s  l e g a l  i s s u e s  t h a t  h a v e  b e c o m e  

a s  f a r - r e a c h i n g  a s  t h e  I n t e r n e t  i t s e l f .  1 * 3 4

1 M i c h a e l  L  B a r o n i ,  “ S p y w a r e  

B e w a r e ”  4 7 - A P R  O r a n g e  C o u n t y  L a w  

3 6

" F o r  e x a m p l e ,  t h e  K a a z a  f i l e  t r a n s f e r  

p r o g r a m  t h a t  w a s  u s e d  b y  m i l l o n s  o f  

p e o p l e  a r o u n d  t h e  w o r l d  t o  s w a p  d a t a  

a l s o  i n c l u d e d  a n o t h e r  s p y w a r e  

s o f t w a r e .

3 H o n .  J e f f e r s o n  L a n k f o r d ,  “ B i g  

B r o t h e r  i s  W a t c h i n g  Y o u ”  ( 2 0 0 4 )  4 0 -  

A U G  A r i z .  A t t ' y  8

4 I n t e r n e t  I n d u s t r y  A s s o c i a t i o n ,  

S p y w a r e  F a c t  S h e e t  2  w w w . i i a . n e t . a u

I n t e r n e t  I n d u s t r y  A s s o c i a t i o n ,  

S p y w a r e  F a c t  S h e e t  3  w w w v . i i a . n e t . a u

6 C o m m o n w e a l t h  o f  A u s t r a l i a ,  

P a r l i a m e n t a r y  D e b a t e s  H a n s a r d  2 n d  

R e a d i n g  S p e e c h ,  1 2  M a y  2 0 0 5 .  

“ C o m p a n i e s  s u c h  a s  D o u b l e c l i c k  

m a k e  m i l l i o n s  o f  d o l l a r s  e a c h  y e a r  

f r o m  t h e  s a l e  o f  d a t a  a n d  t h e  t a r g e t i n g  

o f  a d s ,  y e t  t h e i r  n a m e  i s  n o t  o f t e n  

s e e n ,  o t h e r  t h a n  i n  c i v i l  l i b e r t i e s  

c o u r t s . ”

'  S e e  h t t p : / / w w w . a d w a r e r e p o r t . c o m  

a c c e s s e d  2 9  M a y  2 0 0 5

8 I D C ,  a  c o m p a n y  i n  t h e  I T  i n d u s t r y  

r e p o r t e d  t h a t  $ 1 2  m i l l i o n  w a s  s p e n t  i n  

2 0 0 3  o n  a n t i - s p y w a r e  s o l u t i o n s .  S e e  

h t t p : / / s e a r c h s m b . t e c h t a r g e t . c o m /  

a c c e s s e d  2 9  M a y  2 0 0 5

9 C o m m o n w e a l t h  o f  A u s t r a l i a ,  S e n a t e  

P a r l i a m e n t a r y  D e b a t e s  H a n s a r d  2 n d  

R e a d i n g  S p e e c h ,  1 2  M a y  2 0 0 5

10 S t a t i s t i c s  t a k e n  f r o m  A O L /  N C S A  

O n l i n e  S u r v e y  O c t o b e r  2 0 0 4

11 D e p a r t m e n t  o f  C o m m u n i c a t i o n s ,  

I n f o r m a t i o n  T e c h n o l o g y  a n d  t h e  A r t s ,  

“ O u t c o m e  o f  t h e  R e v i e w  o f  t h e  

L e g i s l a t i v e  F r a m e w o r k  o n  S p y w ' a r e ” .

l 2 S e e :

h t t p : / / w w w . c h o i c e . c o m . a u / v i e w A r t i c l e  

. a s p x ? i d =  1 0 4 7 0 6 & c a t l d - 1 0 0 2 4 5 & t i d  

= 4 0 0 0 0 8 & p = 1  a c c e s s e d  5  J u n e  2 0 0 5

13h t t p : / / w w w . d c i t a . g o v . a u /  d a t a / a s s e t  

s / p d f _ f t l e / 2 4 9 3 9 / O u t c o m e _ o f _ R e v i e w  

. p d f  a c c e s s e d  2 8  S e p t e m b e r  2 0 0 5

14 C l a u s e  3 ,  S p y w a r e  B i l l  2 0 0 5

15 C l a u s e  4  S p y w ' a r e  B i l l  2 0 0 5

16 C l a u s e  8 ( 2 ) ( a ) ,  S p y w ' a r e  B i l l  2 0 0 5

17 S e e  C l a u s e  1 6 ,  S p y w a r e  B i l l  2 0 0 5

18

h t t p : / / w w w . m i n i s t e r . d c i t a . g o v . a u / m e d i

a / m e d i a _ r e l e a s e s / t a k i n g _ _ c a r e _ o f _ s p y

w a r e _ -

_ p r o t e c t i n g _ c o n s u m e r s _ o n _ t h e _ n e t  

a c c e s s e d  2 8  S e p t e m b e r  2 0 0 5

19

h t t p : / / w w w . d c i t a . g o v . a u / ____ d a t a / a s s e t s /

p d f j f l l e / 3 0 8 6 6 / 0 5 0 2 0 0 1 8 _ S p y w a r e . p d  

f  a c c e s s e d  2 8  S e p t e m b e r  2 0 0 5

2 0  w w w . n o s p y w a r e . n e t . a u  a c c e s s e d  2 8  

S e p t e m b e r  2 0 0 5

Com puters & Law March 2006  19

http://www.iia.net.au
http://www.adwarereport.com
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T a b l e  1

Who is Spying on you? -  Taking a look at Spyware

Legislation Potential offence

C r i m i n a l  C o d e  A c t  1 9 9 5  ( C t h ) A t t e m p t i n g  t o  c o m m i t  a  s e r i o u s  o f f e n c e  ( s u c h  a s  f r a u d )  u s i n g  a  

t e l e c o m m u n i c a t i o n s  n e t w o r k ;

U n a u t h o r i s e d  a c c e s s ,  m o d i f i c a t i o n  o r  i m p a i r m e n t  o f  d a t a ,  i n f o r m a t i o n  o r  

p r o g r a m s  w i t h  i n t e n t  t o  c o m m i t  a  s e r i o u s  o f f e n c e ;

C a u s i n g  u n a u t h o r i s e d  m o d i f i c a t i o n  o f  d a t a ,  i n f o r m a t i o n  o r  p r o g r a m s  t o  c a u s e  

i m p a i r m e n t  -  i n c l u d i n g  t h e  r e l i a b i l i t y ,  s e c u r i t y  o r  o p e r a t i o n  o f  d a t a ,  i n f o r m a t i o n  

o r  p r o g r a m s ;

U n a u t h o r i s e d  i m p a i r m e n t  o f  e l e c t r o n i c  c o m m u n i c a t i o n ;

U n a u t h o r i s e d  a c c e s s  t o  o r  m o d i f i c a t i o n  o f  r e s t r i c t e d  d a t a  -  d a t a  h e l d  o n  

c o m p u t e r  a n d  t o  w h i c h  a c c e s s  i s  r e s t r i c t e d  b y  a n  a c c e s s  c o n t r o l  s y s t e m  ( s u c h  a s  

p a s s w o r d s  e t c )  a s s o c i a t e d  w i t h  t h e  f u n c t i o n  o f  t h e  c o m p u t e r ;

P o s s e s s i o n  o r  c o n t r o l  o f  i n f o r m a t i o n  w i t h  t h e  i n t e n t i o n  t o  c o m m i t  o r  f a c i l i t a t e  a  

c o m p u t e r  o f f e n c e ;

P r o d u c i n g ,  s u p p l y i n g  o r  o b t a i n i n g  d a t a  w i t h  i n t e n t i o n  o f  c o m m i t t i n g  o r  

f a c i l i t a t i n g  a  c o m p u t e r  o f f e n c e ;

D i s h o n e s t l y  o b t a i n i n g ,  p o s s e s s i n g ,  s u p p l y i n g ,  u s i n g  o r  d e a l i n g  i n  p e r s o n a l  

f i n a n c i a l  i n f o r m a t i o n  w i t h o u t  c o n s e n t ;  a n d

I n t e n t i o n a l l y  u s i n g  a  c a r r i a g e  s e r v i c e  t o  m e n a c e ,  h a r a s s  o r  c a u s e  o f f e n c e .

T r a d e  P r a c t i c e s  A c t  1 9 7 4  ( C t h ) A n t i - c o m p e t i t i v e  b e h a v i o u r  

M i s l e a d i n g  a n d  d e c e p t i v e  c o n d u c t

A u s t r a l i a n  S e c u r i t i e s  a n d  I n v e s t m e n t s  

C o m m i s s i o n  A c t  2 0 0 1  ( C t h )  a n d  

C o r p o r a t i o n s  A c t  2 0 0 1  ( C t h )

M i s l e a d i n g  a n d  d e c e p t i v e  c o n d u c t

P r i v a c y  A c t  1 9 8 8  ( C t h ) I n v a s i o n  o f  p r i v a c y

H a r v e s t i n g  a n d  c o l l e c t i n g  p e r s o n a l  i n f o r m a t i o n

C r i m i n a l  L a w  C o n s o l i d a t i o n  A c t  1 9 3 5  

( S A )

I d e n t i t y  t h e f t

T e l e c o m m u n i c a t i o n s  A c t  1 9 9 7  ( C t h ) A p p l i e s  t o  s o m e  u s e  o f  p e r s o n a l  i n f o r m a t i o n

T  e l e c o m m u n i c a t i o n s  ( I n t e r c e p t i o n )  

A c t  1 9 7 9  ( C t h )

C o l l e c t i o n  o f  d a t a  a n d  o t h e r  i n f o r m a t i o n

The Medium, the M essage, the Artist and the Image: 
unauthorised photography on the Internet

K a th e r in e  G iles , A rts L a w  C en tre  o f  A u stra lia

K a t h e r i n e  G i l e s  i s  a  S o l i c i t o r  a t  t h e  A r t s  L a w  C e n t r e  o f  A u s t r a l i a  ( A r t s  L a w ) .  S h e  a d v i s e s  a r t i s t s  a n d  a r t s  o r g a n i s a t i o n s  

a r o u n d  A u s t r a l i a  o n  a  r a n g e  o f  l e g a l  i s s u e s  i n c l u d i n g  c o n t r a c t s ,  i n t e l l e c t u a l  p r o p e r t y ,  i n s u r a n c e ,  b u s i n e s s  s t r u c t u r e s ,  

d e f a m a t i o n  a n d  e m p l o y m e n t .  A d v i c e  i s  g i v e n  t o  a r t s  p r a c t i t i o n e r s  a n d  o r g a n i s a t i o n s  w o r k i n g  i n  a l l  s e c t o r s :  v i s u a l  a r t s ,  

m u s i c ,  l i t e r a t u r e ,  p e r f o r m i n g  a r t s ,  c o m m u n i t y  a r t s ,  f i l m  a n d  m u l t i m e d i a .  A r t s  L a w  i s  t h e  n a t i o n a l  c o m m u n i t y  l e g a l  c e n t r e  

f o r  t h e  a r t s ,  i t  w a s  e s t a b l i s h e d  i n  1 9 8 3  w i t h  t h e  s u p p o r t  o f  t h e  A u s t r a l i a  C o u n c i l  f o r  t h e  A r t s .

I n t r o d u c t i o n interdependence and every aspect of  w i l l  f o c u s  o n  a  f e w  o f  t h e  i s s u e s  r a i s e d

The medium, or process, of our time -  
electric technology -  is reshaping and 
restructuring patterns of social

our personal life...’1 b y  t h e  S t a n d i n g  C o m m i t t e e  o f

_  . ,  A t t o m e y s - G e n e r a l  d i s c u s s i o n  p a p e r ,  
T h e  u n a u t h o r i s e d  u s e  o f  p h o t o g r a p h s  rT ,  ,

,  7 r Unauthorised Photographs on the 
o n  t h e  I n t e r n e t  r a i s e s  a  n u m b e r  o f  T J J  . ,

. ,  . . . . Internet and Ancillary Privacy Issues 
i n t e r e s t i n g  l e g a l  i s s u e s .  T h i s  a r t i c l e
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